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Healthcare Compliance: Avenues for Value Transfer

Overview
General Context and Background of Healthcare
Compliance
Pharmaceutical and medical device companies (collectively,
‘Healthcare Companies’) fulfill a critical role in facilitating public
health. The quality of their products and services directly impacts the
safety of patients and the public at large. Therefore, governments
and industry associations worldwide are particularly, and
understandably, focused on whether Healthcare Companies comply
with applicable ethical, legal, and professional standards. While the
specific legal requirements may vary by jurisdiction, at their core, the
standards for preventing and combatting illegal practices in the
healthcare industry increasingly converge across borders.
To ensure compliance with relevant rules and regulations, Healthcare
Companies need to establish a culture of compliance that is
embraced throughout the organization, originating from a strong
compliance-friendly tone-at-the-top and reinforced by regular
compliance messaging and training. In addition, companies should
put in place clear and sufficiently detailed compliance policies that
address the compliance risks typically faced by employees, including
effective monitoring of compliance risk areas as well as appropriate
remediation and disciplinary mechanisms to address violations. To
limit risk exposure and potential liability for third-party misconduct, it
is further essential that companies establish suitable policies and
processes for conducting risk-based due diligence of their business
partners and any third-party Intermediaries (TPIs) engaged in the
course of their operations.

This paper focuses on the key compliance challenges that Healthcare
Companies face in promoting and selling their products, as well as in
organizing non-promotional events with or for healthcare
practitioners (HCPs), and proposes ways to address such challenges.
Notably, legal risks are even further elevated in jurisdictions where
HCPs are employed by government-owned hospitals or other
government-owned or -controlled healthcare facilities, due to
potentially applicable anti-bribery statutes that apply across borders
(e.g. the U.S. Foreign Corrupt Practices Act (FCPA)).

Key Compliance Risk Categories for Healthcare Companies

HCP
Interactions

Third Party
Interactions

Government
Interactions

Other Areas of
Compliance
Risks

Broad categories of actions relevant to Healthcare compliance
We have identified four key compliance risk areas that Healthcare Companies typically face, each of which is addressed in detail in this
paper. In all such areas, the primary compliance risk arises from employees of Healthcare Companies providing items of value to HCPs
and/or government representatives (or their respective family members), directly or through third parties, as a way to influence pending or
future decisions, or reward prior decisions. The underlying reasons for this behavior range from influencing prescription or purchasing
behavior in the case of HCPs and hospitals, to granting product approvals or licenses in the case of government officials. Global regulators
recognize that such improper value transfers do not always occur in the form of outright cash payments, but in many cases occur through
non-monetary or indirect avenues (e.g. inappropriate or excessive travel and entertainment, employment opportunities, prestigious speaker
or publication opportunities, or improper grants and donations to foundations associated with customers or government officials, etc.).
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Overview
Interactions with HCPs
Interactions with HCPs are essential for Healthcare Companies to
promote their research, products (drugs and other products), or
solutions (e.g. devices or technology) to HCPs and, ultimately,
patients and the broader consumer market. These interactions lead
to increased awareness among HCPs with respect to developments
in the medical field and the ability of the Healthcare Companies’
products to meet patient needs. There are numerous avenues
through which Healthcare Companies seek to engage with HCPs.
These include, for example, sales representatives visiting hospitals to
meet with HCPs to discuss the company’s products and medical
developments; inviting HCPs to attend company-sponsored scientific
conferences organized by healthcare organizations, either as
speakers or observers; hospital talks or other standalone events
organized by the Healthcare Companies; seeking professional
advisory services from HCPs; organizing patient support programs
with HCPs; and providing samples to help HCPs become more
familiar with the company’s products. While these interactions are
integral to the business operations of Healthcare Companies, they
come with an inherent risk of influencing HCPs to prescribe or
purchase a company’s products.

Interactions with Third Parties
The growing complexity and scale of the pharmaceutical and medical
devices industry have resulted in Healthcare Companies increasingly
relying on third-party service providers in various strategic areas of
operations. These may include, for example, distributors, dealers,
and/or agents for the supply, storage, and distribution of products;
third parties (e.g. lobbyists) engaged to liaise with relevant regulatory
authorities; or event organizers, travel agents, and other logistics

providers that assist in organizing congresses and other medical
events with HCPs. The degree of risks posed by such third parties is
high because they are acting for and on behalf of Healthcare
Companies, yet Healthcare Companies may not have full visibility
into, let alone control of, a service provider’s behavior during the
period of engagement. This creates inherent risks that third parties
may either intentionally or inadvertently serve as conduits for
improper transfers of value to HCPs.

Interactions with Government
In most jurisdictions, the pharmaceutical, medical devices,
diagnostics, and med-tech industries are heavily regulated to ensure
that end-users are protected from harmful products, as well as to
encourage the development and production of new healthcare
products and solutions. As a result, Healthcare Companies are
expected to, and in many cases required to, interact with government
officials at various levels and across various agencies. This may
include interactions, for example, relating to the approval and/or
licensing of drugs and medical equipment, product certifications
concerning the efficacy and efficiency of drugs, public tenders for the
supply of products to governments, and product pricing. Each and
every interaction with a government official, agency, or authority
presents an opportunity for bribery and corruption, particularly when
it involves approvals and grants, which is a mainstay in the
healthcare industry. Furthermore, in countries where HCPs are
employed by government-owned or -controlled hospitals or other
healthcare facilities, as in with many emerging markets, interactions
with such HCPs may qualify as government interactions according to
certain anti-bribery and anti-corruption regimes, as, in particular, the
U.S. FCPA.

Other Areas of Compliance Risks
There are various areas that commonly give rise to compliance risks
for companies globally, and Healthcare Companies that function in a
sales-driven and highly regulated industry are no exception. These
risks often arise based on the company’s internal operations and its
business model. Examples include employee conflicts of interests
with respect to third party suppliers or vendors, fraudulent or
excessive employee reimbursement claims, inaccurate or incomplete
accounting for expenses, or channel-stuffing practices (i.e. selling
more goods than needed to distributors and customers to artificially
boost reported sales). These practices may not only cause economic
loss to the company, but they pose potential legal liability risks (e.g.
under the books and records provision of the U.S. FCPA for
misrepresenting the company’s accounts).
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Legal Framework and Regulatory Oversight on HCC
Multinational Companies (MNCs) operating in the
healthcare sector in Asia may be subject to three broad
and overlapping categories of healthcare compliance
and anti-bribery and anti-corruption (ABAC) laws and
regulations:
1

The local laws of the country in which they operate

2

Foreign laws with extraterritorial reach, including but
not limited to the U.S. FCPA; and

3

Industry-specific codes of practice that set out
compliance principles.

Local Healthcare Compliance and ABAC Laws and
Regulations
While laws and regulations vary from country to country, most
jurisdictions today prohibit bribery and corruption in any form,
whether direct or indirect (e.g. through third parties), and whether
active (offering, promising, and giving) or passive (soliciting and
accepting). Furthermore, approaches increasingly converge as to
whether corporations (rather than just the individuals representing
them) can be held liable for such violations.
With this context, the enforcement landscape in Asia has been
erratic, particularly for MNCs. For example, China has significantly
stepped-up domestic ABAC enforcement since 2012, resulting most
notably in the prosecution and conviction of the global
pharmaceutical company GlaxoSmithKline in 2014 for bribing
doctors with gifts, improper travel, and entertainment. This was the
first case in which a foreign MNC was convicted of bribery in China.
Local enforcement risks against MNCs tend to be lower in those
economies in Asia that more heavily depend on attracting foreign
direct investment. That said, there is also a general trend of
increased cross-border cooperation between enforcement agencies,
including those in Asia. It should therefore come as no surprise that
local regulators in Asia may launch their own investigations and
enforcements after actions have been commenced by foreign
regulators (e.g. in the U.S. or U.K.) similar to what we have recently
seen in Malaysia (with respect to Airbus) and Indonesia (with respect
to Rolls-Royce). This increases the risk of enforcement even in
jurisdictions in which local enforcement might not have been typically
pursued in the past.
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While domestic enforcement authorities increasingly cooperate,
contradictory domestic laws can make it difficult for companies to
comply with all legal requirements. An example are document
requests by the U.S. Department of Justice (DOJ) of an MNCs
Chinese subsidiary in connection with an FCPA investigation. While
complying with the DOJ’s document requests is important to obtain
leniency, deferred prosecution, or even a declination under the FCPA,
under China’s Law on International Judicial Assistance in Criminal
Matters of 2018, the Chinese subsidiary will not be allowed to share
documents with the DOJ, unless it first obtains formal approval from
the relevant Chinese authorities. In addition, even without a formal
document request from U.S. authorities, Chinese state secrecy laws
may prohibit the Chinese subsidiary from sharing relevant documents
during an ongoing internal investigation, e.g. its external legal counsel
located outside Mainland China.

There is an increased trend of
cross-border cooperation between
enforcement agencies
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Legal framework and regulatory oversight on HCC
FCPA
MNCs also need to pay attention to their potential exposure to, and
liability under, foreign ABAC laws with global reach, such as the U.S.
FCPA. In terms of the number of FCPA investigations and
enforcement actions by industry, the healthcare sector is surpassed
only by the oil & gas industry.1
The FCPA’s anti-bribery provisions prohibit offering, promising, or
giving anything of value – directly or indirectly through a third party –
to a ‘foreign’ (i.e. non-U.S.) public official, foreign political party, or
party official, or any candidate for foreign political office, in order to
induce action or to obtain an improper advantage, or to obtain or
retain business. Public official is defined very broadly under the FCPA
to include employees of international organizations (e.g. U.N., World
Bank, etc.), as well as employees of government-owned or -controlled
enterprises. As noted previously, when hospitals, laboratories, and
medical providers are state-owned or -controlled, their personnel
qualify as 'public officials' under the FCPA. The FCPA’s anti-bribery
provisions apply to U.S. domestic concerns (including U.S.
incorporated companies, U.S. citizens and permanent U.S. residents),
U.S. and foreign issuers of U.S. securities (e.g. companies listed on
the NYSE or Nasdaq), and conduct with a (very broadly defined)
nexus to the United States (note: an email exchange through U.S.
servers, or the use of the U.S. banking system, if in furtherance of a
bribe, may suffice to establish FCPA jurisdiction).
In addition, under the FCPA’s books & records and internal controls
provisions, U.S. and foreign companies listed on a U.S. stock
exchange, or otherwise qualifying as a U.S. ‘issuer’ under U.S.
securities laws, are required to keep books & records that accurately
and fairly reflect the transactions of the corporation, and to devise
and maintain an adequate systems of internal accounting controls.
1.
2.

http://fcpa.stanford.edu/statistics-analytics.html?tab=9
http://fcpa.stanford.edu/index.html

The vast majority of FCPA enforcement actions have focused on
violations of the FCPA’s books & records and internal controls
provisions, wherein corrupt payments are typically misrepresented in
books and recorded as legitimate ordinary expenses, making
company books inaccurate. Furthermore, most of the enforcement
actions under the FCPA’s anti-bribery provisions relate to actual or
potential bribery committed through third parties. Of note, U.S.
regulators have taken the position in recent years that it is not
required to prove actual bribery on the part of the third party if the
company is unable to demonstrate that it has conducted appropriate
third-party due diligence. In other words, the failure to conduct due
diligence alone is sufficient for the company to face an FCPA
enforcement action. Accordingly, it is critical for companies to design
and implement risk-based third-party due diligence procedures,
monitor third-party conduct post engagement or acquisition, and
document the business rationale for engaging and continuing to
engage a third party.
An important means of controlling FCPA-related risks more broadly is
a company’s compliance program. In fact, under the DOJ’s Corporate
Enforcement Policy, a company that is implementing a wellfunctioning and risk-appropriate compliance program may be able to
obtain a declination from prosecution, or a significantly reduced
penalty, if it is found to have violated the FCPA.
Recent examples of FCPA enforcement cases against
pharmaceutical and medical device companies in Asia include
Novartis (2016, China; 2020, South Korea and Vietnam), Cardinal
Health (2020, China), and AstraZeneca (2016, China and Russia).
In terms of top FCPA cases by location of improper payments made,
Asia’s largest countries - China, India, and Indonesia - respectively
rank first, third, and sixth during the period 2011 and 2020.2
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Industry Codes and Regulations
Finally, companies are subject to the codes of practice of the industry
and trade associations they are members of, such as the
International Federation of Pharmaceutical Manufacturers &
Associations (IFPMA), or their national and regional equivalents (e.g.
China’s R&D-based Pharmaceutical Association Committee
(RDPAC)). These codes represent self-regulatory 'soft law' and, as
such, their violation can only be adjudicated through the respective
organization’s compliance mechanism, but not punished by national
enforcement authorities.
The codes provide rules, for example, on promotional information,
interactions with HCPs, the use of samples, clinical research, support
of continuing education, and interaction with patient organizations.
Notably, the codes are often more restrictive than domestic ABAC
laws and the FCPA. For example, the newly revised IFMPA Code
(2019) and RDPAC both contain blanket prohibitions on gifts to
HCPs, including customary courtesy gifts (e.g. mooncakes), which
are not punishable under most public laws unless the gifts are of a
value that indicates the intent to influence prescriptions by HCPs or
to win future business.
Accordingly, companies should ensure that their ABAC policies
comply with the often more restrictive requirements of the industry
groups they are members of, in addition to complying with applicable
legislation.

7

Avenues for Transfers of Value

Compliance Challenges and Ways to Address Them
HCP Interactions
Healthcare Companies engage with HCPs in various ways in
connection with promotional activities (e.g. sponsorships, etc.) and
non-promotional (e.g. educational, scientific, etc.) exchanges. This
section addresses several of the most common such interactions and
highlights the associated compliance risks, as well as possible
approaches to control such risks.

Sponsorship Activities
One of the key ways in which Healthcare Companies engage with
HCPs is by sponsoring scientific congresses, seminars, workshops,
and the like, or by sponsoring the participation of individual HCPs in
such events.
Most companies have established pre-approval and control
mechanisms for sponsorships that aim to ensure that events
sponsored are of high quality and legitimate. However, it is critical that
to monitor the actual execution of such events – including the on-site
activities of employees and third parties at the event itself – to ensure
that sponsorship funds are used according to company policy.
Healthcare Companies should especially be wary of the risk of a
misappropriation of sponsorship funds by their employees in order to
provide improper benefits to HCPs at, or around the time of, the
sponsored events, such as paying for extravagant accommodation or
entertainment of HCPs in connection with a sponsored event.
Particular attention should also be paid to the involvement of third
parties (e.g. event companies, travel companies, or professional
healthcare organizations that may organize such events), as there is a
risk that Healthcare Company employees might channel improper
payments to HCPs through such third parties.

Compliance Red Flags and Risks
•

Events taking place at particularly attractive or luxurious
locations, or venues,

•

Allowing HCPs’ family members to join sponsored events for
free

•

Events including a significant entertainment component

•

HCPs with insufficient credentials speaking at the events, or
HCPs speaking at such events too frequently

•

Business or personal relationships between the event
organizers and participating HCPs, or personal relationships
between Healthcare Company employees and HCPs

•

Lacking, inconsistent, or incomplete documentation of
sponsorship activities, participants, and costs

•

Inflated, excessive, undocumented, or unauthorized
payments to HCPs (e.g. speaker fees, logistics expenses)

•

Inflation of sponsorship costs or fake sponsorship events
with (additional) sponsorship monies being used to make
improper payments to HCPs or for personal gain

Healthcare Compliance: Avenues for Value Transfer

Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopt and implement clear
policies covering the end-to-end sponsorship process,
including specific ‘do’s & don’ts' along with FAQs on
commonly encountered scenarios.
Training: Provide tailored training to employees involved in
sponsorships on applicable policies, guidelines, and criteria.
Event Owners: Designate medical teams rather than sales or
marketing employees as event owners. Sales or marketing
teams should not be involved in selecting the HCPs speaking
or attending the sponsored events.
Review and Approval Mechanism: Establish clear approval
criteria (including business need, reputable organizers,
detailed event agenda focused on scientific exchange,
reasonable event venue and location, fair market value
assessment, etc.), and approval levels depending on
sponsorship values and risk levels. Ensure there is a
compliance approval mechanism for sponsorship events
above a certain threshold.
Due Diligence: Conduct risk-based pre-sponsorship due
diligence (e.g. gathering information from open or subscribed
sources on integrity, legitimacy, financial viability, affiliation
with a public official, potential for conflicts of interest,
sanctions, etc.) on event organizers and any other third
parties engaged in connection with the sponsorship.
Additionally, conduct appropriate compliance messaging/
training for third parties.
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Compliance Challenges and Ways to Address Them
Site Visits or Spot Audits: Conduct spot-checks on
sponsorship activities, including on-site visits to events as
they are being held, and periodic audits.
Transactional Analytics: Conduct transactional analytics,
benchmarking and monitoring of transaction data to
identify trends and patterns, as well as potential
discrepancies, and unusual spikes in sponsorship
expenses.
Monitoring of Prescription Data: Monitor prescription
conduct of HCPs sponsored to attend or speak at
sponsored events to identify notable increases in sales
resulting from the sponsorship.

Educational Programs for HCPs
Another common way of HCP engagement for Healthcare Companies
are continuous professional development programs, product or
procedure trainings, and patient support programs. These programs
and trainings are conducted to educate, equip, and update HCPs with
respect to medical technology, procedures, products, professional
skills, and other programs relating to patient support.
These types of programs may be organized in-house by Healthcare
Companies or held in collaboration with external parties, such as
hospitals or universities. In each case, Healthcare Companies may be
in a position to provide travel, meals, or accommodation for such
programs and trainings. Like sponsorships, educational programs
carry a number of similar red flags and risks (mentioned below).
In addition, there is a risk that Healthcare Company employees may
use such events to inappropriately promote the company’s products
or provide biased information on the company’s products versus that
of competitors.
During the COVID-19 pandemic, most programs of this nature are
being conducted online, which reduces some of the risks typically
associated with such programs as there is no physical interaction
between company personnel and HCPs, and no travel or
entertainment involved. At the same time, in the case of online
courses, it is more difficult to verify the actual attendees of such
events, which, for example, may allow HCPs to obtain professional
development credits without them actually participating in the
relevant events.

To reduce the risks of educational programs being misused for
improper purposes, Healthcare Companies should generally
implement similar controls as for Sponsorship Activities, in addition
to some additional measures as suggested below.

Compliance Red Flags and Risks
•

Events that take place at particularly attractive or luxurious
locations or venues, or that include significant entertainment

•

HCPs with insufficient credentials speaking at events

•

Conflicts of interest between Healthcare Company employees
and HCPs, or between event organizers and HCPs

•

Lacking, inconsistent, or incomplete documentation of event
activities, participants, or costs

•

Inflated, excessive, undocumented, or unauthorized payments
to HCPs (e.g. for speaker fees, logistics expenses)

•

Inflation of event costs, or fake events, with (additional) monies
being used to make improper payments to HCPs or for
personal gain
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Compliance Challenges and Ways to Address Them

Clear Policies & Guidelines: Adopt and implement clear
policies covering the end-to-end process for educational
programs, including ‘do’s & don’ts' along with FAQs on
commonly encountered scenarios.

Due Diligence: Conduct risk-based pre-event due diligence
on event organizers and other third parties engaged in
connection with an educational program. Additionally,
conduct appropriate compliance messaging/training for
third parties.

Training: Provide tailored training to employees involved in
educational programs on applicable policies, guidelines, and
criteria.

Site Visits or Spot Audits: Conduct spot-checks and
periodic audits with respect to educational programs,
including on-site visits to events as they are being held.

Event Owners: Designate medical teams rather than sales
or marketing employees as event owners. Sales or
marketing teams should not be involved in selecting HCPs
speaking or attending educational programs.

Transactional Analytics: Conduct transactional analytics,
benchmarking, and monitoring of transaction data to
identify trends and patterns, as well as potential
discrepancies, and unusual spikes in the expenses of
educational programs.

Possible Risk Mitigation Approaches

Review and Approval Mechanism: Establish clear approval
criteria (including business need, reputable organizers,
detailed event agenda focused on scientific exchange,
reasonable event venue and location, fair market value
assessment for any event costs/fees, etc.), and approval
levels depending on program costs and risk levels. Ensure
there is a compliance approval mechanism for sponsorship
events above a certain threshold.

Monitoring of prescription data: Monitor prescription
conduct of HCPs sponsored to attend or speak at
educational events to identify notable increases in sales
resulting from their involvement in the educational program.

Healthcare Compliance: Avenues for Value Transfer

The COVID-19 pandemic reduces
some of the risks typically
connected with such programs,
while adding other risks

’’
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Compliance Challenges and Ways to Address Them
Professional Engagement of HCPs
This section covers the engagement of HCPs as speakers for R&D or
advisory contracts, or as members of advisory boards.
Healthcare Companies frequently engage HCPs as speakers to
disseminate information regarding benefits, risks, and best practices
surrounding the use of their products. HCPs are also engaged to
provide services such as R&D, advisory, product development, etc.
and they may do so either individually or as part of advisory boards,
which could comprise other external experts, patients, etc.
Compliance Red Flags and Risks
•

Engagement of HCPs lacking required credentials,
qualification, or expertise, or having conflicts of interest, or
HCPs routinely engaged for paid professional activities

•

Fake engagements or inflated engagements (e.g. with
respect to hours of service, number of events, etc.)

•

Speaker and service fees beyond fair market value*, and
excessive expense reimbursements (e.g. for hotels, travel)

•

Lacking, inconsistent, or incomplete documentation of
services provided by an HCP

•

Engagements involving a government speaker without
the appropriate disclosures being made

•

Mismatch in the identity of the appointed speaker as
compared to the speaker delivering the engagement

*Fair market value is a subjective and suggestive standard rather than a dispositive requirement. Thus, there could be
deviations from fair market value in certain areas of specialization on a case-by-case basis. Regardless of such
deviation, the process should nevertheless be documented and monitored for effective assessment and updating.

Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopt and implement clear
criteria and procedures on the selection and approval of
engagement of HCPs for professional services, including
due diligence on HCPs’ credentials, experience,
reputation, potential conflicts of interest, etc.
Agreements: Ensure agreements with HCPs clearly lay
out the purpose and scope of engagement, expected
expertise and deliverables, compensation terms (with
travel and accommodation costs, if any) as well as the
company’s audit and monitoring rights.
Fair Market Value (FMV): Ensure and document that the
HCP’s compensation is based on FMV, using objective
criteria, rather than an HCP’s past, present, or anticipated
business.
Advisory Board Proceedings: Create a clear agenda and
record the minutes of the meetings, review attendance
records, and the corresponding payment records for
these meetings.
Transactional Analytics: Analyze transactional trends
and patterns to identify discrepancies and unusual
spending spikes, as well as exceptions (e.g. a spouse of
an advisor is a key HCP who gets invited for speaking
engagements at maximum number of
events as prescribed under their
compliance policies)

Healthcare Compliance: Avenues for Value Transfer

Honoraria paid to a medical student
in residency at a government
hospital may be deemed a payment
to a government official

’’
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Compliance Challenges and Ways to Address Them
Educational Grants
Healthcare Companies occasionally provide educational grants to
HCPs or medical institutions directed at enhancing their skills or
allowing them to gain specific insights into emerging approaches in
healthcare.
As with other value transfers to HCPs, there is an inherent risk that
educational grants might be abused for corrupt purposes, including
to provide improper benefits to HCPs in return for the expected
prescription or purchase of the Healthcare Company’s products.
Compliance Red Flags and Risks
•

Provision of false credentials by HCPs or medical institutions

•

Use of grant money for purposes other than the agreed
educational purpose

•

Fake or inflated grants with relevant monies being used for
corrupt purposes or kickbacks

•

Conflicts of interest between grant recipients and Healthcare
Company employees

•

Provision of grants to HCPs/medical institutions related to
government functions able to influence regulatory decisions
regarding the Healthcare Companies

Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopt and implement clear
criteria and processes for the provision of grants that
should be strictly merit-based and in line with industry
benchmarks.
Due Diligence, Monitoring, and Auditing: Conduct
appropriate background checks on the HCPs or
institutions being considered as grant recipients. In the
event of longer-term grants, carry out periodic
monitoring and auditing to ensure that the funds
provided are used for relevant educational purpose.
Direct Expense Payments: If the grantee incurs
expenses related to the grant activity (e.g. travel,
accommodation, etc.), payments for such expenses
should be made directly to the relevant logistics
providers rather than to the recipient institutions or
individuals, or through a per diem policy
Transactional Review: Review transactional
documentation including attendance records or
submissions made for educational progress for further
validation (like end-use of funds).

Healthcare Compliance: Avenues for Value Transfer

Validate whether grants are being
given repeatedly to the same
HCPs/institutions

’’
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Compliance Challenges and Ways to Address Them
Product Samples
Healthcare Companies typically provide samples to HCPs to promote
their products and to enable HCPs to familiarize themselves with
such products for potential future use in treatments. Different
jurisdictions have varying regulations on the use of samples by HCPs,
but the general sense is that these regulations are becoming
increasingly restrictive.

Compliance Red Flags and Risks
•

Lack of validation mechanism or accountability on
samples issued

•

Requisition of samples from doctors who are too old to
practice or whose license has expired

•

Samples being sold and monetary benefits used to entertain
HCPs

•

Sales team misusing samples to increase sales

Healthcare Compliance: Avenues for Value Transfer

Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopt and implement clear
criteria and procedures on distributing samples which
should be end-to-end, covering details such as
justification for providing samples to a specific HCP,
limits on samples provided per HCP, approval authority
within the Healthcare Company for granting of samples,
and an independent validation and physical stock-taking
process.
Training: Provide training to employees on the purposes
of samples and the risks associated with them to mitigate
the risk of misuse as improper transfers of value.
Transactional Analytics: Analyze transactional trends and
patterns to identify exceptions (e.g. inconsistent quantum
of samples to a select HCP).

Companies should regularly
check for samples issued
without request from HCPs, a
frequent occurrence in Asia
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Compliance Challenges and Ways to Address Them
Gifts to HCPs
Gifts are provided to HCPs on festive occasions and otherwise. While
it may be a cultural tradition to give gifts such as sweets during
certain festive occasions, other forms of gifts may be aimed at
influencing HCPs to prescribe company products. As it stands, many
industry codes prohibit most or all types of gifts to HCPs, even if they
are of minimal value or are customary cultural gifts, due to the
inherent risks associated with them. Thus, gifts should only be
permitted under the narrowest circumstances.
It is crucial to recognize that transfers of values or ’gifts’ to HCPs
often no longer take their traditional form. While Healthcare
Companies should ensure that their policies, procedures, and
protocols adequately address traditional gifts, other forms of nontraditional transfers of value (e.g. gift cards, interest-free loans, free
transportation or leisure travel, etc.) should also be covered. More
egregious examples might include, for example, the purchase of
vehicles for the benefit of a hospital in exchange for the hospital’s
purchase of medical equipment.
Compliance Red Flags and Risks
•

Gifts or gift equivalents (e.g. shopping cards, vouchers, gift
cards) being provided to influence an HCP’s
decision-making

•

Free meals, accommodation, or transportation being
provided to HCPs

•

Donations made to foundations associated
with HCPs, medical institutions, or relevant
government officials

Employing relatives of
government officials may be
perceived as transfer of value
(gifts) to HCPs

’’

Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopt and implement clear
policies and guidelines regarding permissibility of gifts to
HCPs, monetary limits for such gifts, approval mechanisms for
gifts, and requirements for complete and accurate recording
of gift transactions.
Gift Register: Require declaration on the gifts received and
given along with their respective value and recipients/donors.
Transactional Analytics: Conduct transaction analyses to
identify inconsistent trends and patterns relating to gifts (e.g.
certain HCPs or hospitals receiving more than others, or
certain teams that tend to give gifts more than others, etc.)

14

Avenues for Transfers of Value

Compliance Challenges and Ways to Address Them
Third party engagement
Engagement of Third-Party Intermediaries (TPI)
Third parties are often engaged by companies in strategic and crucial
areas of operations, and Healthcare Companies are no exception.
Third parties (including liaison agents, event organizers, etc.) also
present one of the greatest compliance risks, and ensuring that a
company’s policies, procedures, and programs adequately mitigate
against such risks is a challenging task for any company. As such,
companies including those in the healthcare industry, are spending
an increasing amount of resources (financial and otherwise) to
mitigate the compliance risks that arise out of third-party
engagements.

Compliance Red Flags and Risks
•

Conflicts of interest involving third parties and relevant
stakeholders/employees in the main company

•

Engaging third parties for reasons other than legitimate
business reasons (e.g. connections between a third party and
a regulatory authority)

•

Inappropriate or illicit transfers of value by third parties to
government officials and/or HCPs (whether with or without
the knowledge or authorization of the company’s own
stakeholders and employees)

•

Other improper interactions between the third parties and
government officials and/or other commercial parties

•

Inferior quality of goods/services supplied by third party
after-sales companies caused by improper influence

•

The submission of falsified or inflated sales invoices by third
parties

•

Engagement of, and payments to third parties that may
present material red flags (e.g. incomplete business
information provided, complex shareholding structures,
registration or incorporation in tax-haven countries, etc.) and
could present other compliance risks (e.g. money laundering,
etc.)

The current pandemic has presented exacerbated
challenges in dealing with third parties, for example,
in the engagement process, pre-onboarding and
monitoring due diligence, audits of third parties,
etc.

Healthcare Compliance: Avenues for Value Transfer

Possible Risk Mitigation Approaches
Due Diligence: Conduct risk-based pre-engagement due
diligence (cover litigation checks, negative media searches,
potential conflicts of interest, and review of the overall financial
standing of the third party), as well as post-engagement due
diligence and monitoring.
Agreement: Ensure contracts with third parties contain key
contractual terms on anti-bribery and anti-corruption, antimoney laundering, and sanctions compliance; requirements for
periodic (e.g. annual and semi-annual) compliance
certifications; specific requirements for supporting
documentation to be submitted in relation to payment claims
and audit rights for the company; ensure agreed payments for
third party’s services are based on an FMV analysis.
Audit: Conduct a review of the third party’s books & records on
a sample basis exercising audit rights.
Training: Provide training to third parties on the company’s
compliance expectations and policies based on their risk profile.
Payment Control: Implement an end-to-end process that
reviews payments made to third parties, ensuring that all
payments are for a required business purpose (including
payments made to bank accounts at Tax Haven destinations),
and the necessary approvals under the company’s compliance
policies have been obtained.
Transactional Analysis: Conduct
transactional analyses and benchmarking
to identify irregularities regarding
engagement, payment, and payment
terms for third parties.
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Compliance Challenges and Ways to Address Them
Dealers and Distributors
Dealers, distributors, and other intermediaries are typically appointed
by Healthcare Companies for the efficient storage, supply, and
distribution of products. Dealers earn margins on the purchase and
subsequent sale of products produced by Healthcare Companies,
and they are awarded commissions or incentives by Healthcare
Companies based on the pre-determined sales milestones they
achieve. Additionally, dealers are also directly compensated by endcustomers (e.g, pharmacies and hospitals) through profit margins.
While dealers and distributors may present similar risks as other third
parties, they can also present unique risks. Further, the risk mitigation
approaches applicable to all third parties also apply to dealers and
distributors, though certain additional measures should be
considered, which are mentioned below.
Compliance Red Flags and Risks
•

Fraudulent sales transactions and records (e.g. through
channel stuffing, inflation of sales volume, and other
fraudulent sales misconduct)

•

Engagement of subcontractors (e.g. sub-dealers, subdistributors, etc. in smaller local markets) that may not be
authorized by the primary pharmaceutical company

•

‘Grey Market’ transactions

•

Violations of the terms and conditions of the primary dealer
or distributor agreement

Possible Risk Mitigation Approaches
Transactional Analytics: Conduct transactional analyses
to identify inconsistent trends and patterns relating to
sales to dealers/distributors and respective incentives.
Review Sales Data: Conduct periodic reviews and
verification of sales data submitted by dealers and
distributors, including secondary sales data to identify
inconsistencies (if any) with respect to variations in
prices, institutional discount claims, reported sales, or the
related contractual agreement.
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Transactional analysis to check
for suspicious trends indicative
of grey market transactions is
critical in the current times

’’
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Compliance Challenges and Ways to Address Them
Touchpoints with Government Departments,
Agencies, and Officials
Regulatory Approvals
Healthcare Companies are generally subject to great scrutiny from a
variety of regulators, including but not limited to, government
regulatory agencies concerned about the health and safety of
healthcare products – and by extension, the public at large. It is
therefore expected that products pass through multiple levels of
regulatory approval before being distributed or launched in local
markets. Importantly, the regulatory approvals required often vary
from one jurisdiction to another.
Compliance Red Flags and Risks
•

Providing improper benefits (monetary or non-monetary)
to government officials to facilitate the product approval
processes or obtain licenses/certifications

•

Employment of third parties/relatives of government officials
in the Healthcare Company to influence approval decisions

•

Potential and actual conflicts of interests involving
government officials with employees and other stakeholders
in the company

Notably, the current COVID-19 pandemic has exacerbated some
of these risks as regulatory agencies may be occupied in dealing
with other pressing matters (e.g. vaccine approval, etc.), and
obtaining approvals for other medical and scientific products
may present challenges.
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Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopting and implementing
clearly defined criteria and procedures on interactions
with government officials (including adequately defining
government officials, clear rules and procedures
surrounding gifts, meals, and entertainment, rules on
conflicts of interests, etc.).
Governance: Establish a governance mechanism for all
decisions and processes surrounding regulatory
approvals, and require tracking and logging of all
interactions involving employees and third parties with
government officials.
Payment Control: Implement an end-to-end process to
ensure only legitimate payments are made to
government officials.

There is a risk of employees
improperly influencing
government officials to reduce
delays in approvals caused by
the COVID-19 pandemic
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Compliance Challenges and Ways to Address Them
Pre-Tender Discussions and Tender Participation
To the extent that Healthcare Companies participate in public tenders
(either directly or through a third party), such tenders pose elevated
compliance risks.

Compliance Red Flags and Risks
•

Risk of bid rigging or cartelization by Healthcare
Companies to quote higher prices

•

Quoting of higher prices for patented or imported products
by Healthcare Companies

•

Supply of sub-standard, falsified medicines, or duplicate
medicines instead of the products committed under the
tender

•

Inter-relationships between TPIs representing Healthcare
Companies as bidders during tenders

•

Mis-statements by the intermediary or dealer in tender
documentation

•

Payment of bribes for getting approvals of bids

Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopt and implement clear
policies, guidelines, and procedures for participation in
public tenders.
Governance: Establish an expert committee for pricing
and participating in government tenders.
Payment Control: Implement an end-to-end process to
verify that only legitimate fees/amounts are paid for the
tendering process.
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There is an inherent risk of
cartelization while bidding for
tenders through third parties

’’
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Compliance Challenges and Ways to Address Them
Other Risk Areas
Employees’ Business-Related Expenses
Healthcare Company employees (particularly in sales) typically incur
various expenses (e.g. travel, accommodation, meals, entertainment,
and other business-related expenses) in connection with the
performance of their roles. The handling of these expenses and
related reimbursement requests can give rise to important
compliance risks.
Expense-related risks may be amplified if third parties are involved,
including where third parties are aware of, or actively participate in
misconduct by Healthcare Company employees. For example, an
employee may collude with a vendor to cash-out company funds (e.g.
an employee places a fake order for meals with a restaurant and pays
for the meals, after which the restaurant invoices the employee, but
returns the majority of the payment privately to the employee, who
then uses such money for personal gain or for providing improper
benefits to HCPs.).
Compliance Red Flags and Risks
•

Fake claims - expenses either were not incurred at all, or
were not incurred in connection with the performance of the
employee’s job (e.g. privately incurred petrol costs)

•

Duplicate reimbursement claims

•

Inaccurate recording of expenses by employees (e.g.
inflating the number of meal attendees, changing the identity
of attendees, etc.)

•

Claims submitted without sufficient
supporting documentation.

The risks are also significantly increased if expense-related
misconduct is done in order to fund improper or illegal activities
(e.g. facilitation payments, improper transfers of value to HCPs or
government officials).
The pandemic has made it more difficult to implement and execute
appropriate controls to minimize expense-related risks.
For example, it may now be more challenging for auditors to
conduct site-visits to restaurants to verify receipts issued. At the
same time, the frequency of employees incurring expenses has
decreased considerably as a result of significantly reduced travel
and in-person business meetings
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Possible Risk Mitigation Approaches
Clear Policies & Guidelines: Adopt and implement clear policies
and processes surrounding expense limits, claims, and
documentation required.
Training: Conduct thorough educational training on the
foregoing policies and processes to employees.
Transportation: Require the use of thoroughly-vetted vendors
for frequent local transportation needs (e.g. private-hire car
companies).
Monitoring and Transactional Analytics: Conduct back-end
monitoring and high-level transactional analyses to identify
inconsistent trends and patterns relating to monthly expenses
across teams and regions.
Audits: Conduct periodic audits of expense claims submitted.
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Compliance Challenges and Ways to Address Them
Clinical Trials and Research
Clinical trials and research are important tools for Healthcare
Companies to develop their products and medicines. However, these
trials and research tools also present compliance risks.
The COVID-19 pandemic has heightened compliance risks in this
regard, especially as delays in patient enrolment or difficulties to
comply with the normal drug administration and monitoring
procedures may incentivize employees to use short-cuts to get the
Healthcare Company’s products and research out in the market.
Compliance Red Flags and Risks
•

Initiation of trials without requisite approvals for
the same

•

Liaison payments to government officials to quicken
approval of trials and, later, certification of products

•

Mis-statements by an intermediary or dealer in tender
documentation or withholding information regarding possible
side effects to volunteers

•

Unapproved and illegitimate promises made to volunteers

•

Potential value transfers in areas of site selection,
remuneration, and providing equipment for trials

Possible Risk Mitigation Approaches
Documentation: Initiate robust documentation and signoff procedures for Informed Consent with each
volunteer.
Governance: Establish a committee responsible to take
strategic decisions regarding clinical trials/research
covering regulatory approvals, documentation, payment
of fees, monitoring of volunteer health, regular expert
review, reporting of progress of clinical trials, etc.
Transactional Review: Conduct a periodic review of
approvals, documents submitted for initiation and
continuation of clinical trials.
Payment Control: Implement an end-to-end process to
ensure payments pertaining to clinical trails are
legitimate and approved.

Healthcare Compliance: Avenues for Value Transfer
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Perspectives
Importance of an active and evolving compliance culture
Compliance policies, programs, and procedures, as well as
monitoring efforts, while important in the abstract, can be easily
undermined without a strong compliance culture being embraced by
a company’s management and employees. When assessing the
adequacy and effectiveness of a company’s corporate compliance
system, regulators pay close attention to whether a company has
established a “culture of compliance” in its day-to-day operations.
There are three key aspects that underline an effective culture of
compliance. First, ensuring that there is adequate ‘tone-at-the-top’
which requires that a company’s senior and middle management
embrace and communicate the importance of compliance through
their words and actions to the workforce. Second, there should be
appropriate and frequent training to employees on compliance
issues, and, where appropriate, this training should be customized
(i.e. to function and risk). Third, a company should have in place
effective and working reporting mechanisms which allow for
employees and others (third parties and vendors) to raise compliance
concerns anonymously, in their local language, and without fear of
retaliation.
There are various tangible methods in promoting a strong culture of
compliance throughout an organization which may consist of
employees spread across multiple physical locations. For example,
promoting a culture of compliance through messaging could be a KPI
that managers are assessed on, and policies may also specify that
managers have an additional duty in supervising and educating their
subordinates on the policies.

1 See DOJ’s “Evaluation of Corporate Compliance Programs,” last updated in June 2020

Additionally, with respect to sales-based bonuses, companies may
consider clawing back bonus payments if an employee is found to
have achieved sales goals through improper sales conduct. In terms
of training, providing compliance training to local employees (i.e.
based in various offices across the country) in their local language to
ensure accessibility is crucial in promoting an effective
understanding of a company’s compliance policies, programs, and
procedures. With respect to raising compliance concerns, managers
can also be trained to appropriately handle compliance concerns so
that employees feel comfortable enough to raise them up the chain
directly. The availability of an easily accessible reporting hotline
through which concerns can be raised anonymously remains critical.
While the three aspects outlined above are helpful in establishing a
strong culture of compliance, an effective compliance framework
also needs to be revised and updated periodically to make sure that
the company stays ahead of the compliance risks that it faces. As
compliance risks evolve, so should the policies, programs, and
procedures intended to mitigate those risks. This also requires active
engagement with all employees, regardless of seniority, to
understand the risks they face on-ground and appreciate the
commitment towards compliance across the organization.
Companies should also explore emerging approaches in evolving a
compliance culture including the use of game-theory based
behavioral influence as well as having designated ethics or
compliance counsellors who help in communicating the Company’s
compliance message.

Finally, it is also helpful for companies to benchmark themselves
against peers in the industry to understand the latest compliance
risks/trends and ensure they do not miss out on important
developments.

Adopting emerging approaches
like game-theory or establishing a
group of ethics counsellors to
extend the reach are pertinent in
today’s environment
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Perspectives
How training and awareness can minimize risks
As discussed previously, compliance training needs to be tailored to
the function and risk-profile of those receiving the training.
For example, the compliance training conducted for a company’s
marketing team may not be the same as the compliance training
conducted for a company’s sales team, who are on-ground
interacting with HCPs and potential government officials frequently.
A similar risk-based approach should be adopted with regard to a
company’s third parties that receive training – not all third parties
may require compliance training (e.g. a pencil supplier compared to a
key distributor of medicines and med-tech products).
Training should be conducted periodically, and it should be tailored to
the audience’s professional expertise and linguistic abilities. To
emphasize the importance of compliance, senior management
should attend in-person trainings and company leaders should be
featured in online training courses and training materials. For
example, it is helpful for compliance training to be introduced by
senior business leaders in the company as this demonstrates a
strong ‘tone-at-the-top.’ Thus, in many ways, the key tenets of an
effective compliance framework are in fact complementary.
In addition to explaining and discussing compliance issues, training
should also provide practical guidance and details in terms of who
employees can turn to for clarifying potential compliance questions
as they arise, or for reporting specific compliance concerns. This can
be complemented by practical FAQ documents which employees
may rely on to aid their understanding and implementation of the
company’s compliance policies.

Educating employees on compliance must also be contextualized
using business and cultural practices as background. For example,
when talking about gifts and entertainment, it is often helpful to
consider cultural traditions, and how those traditions and practices fit
into the company’s overall compliance policies and procedures (e.g.
permitting acceptance of gifts during festivals that are below a
certain monetary value).

In terms of substantive content, these trainings should also factor in
lessons learned based on previous compliance concerns that have
been raised, or even takeaways from investigations that the company
has conducted. This not only helps in addressing unique risks that
the company faces on an ongoing basis, but also demonstrates to
employees that compliance should not be considered in the abstract,
and that they may face similar situations in their daily jobs.

To be effective, compliance trainings should be compelling and
engaging. Therefore, practical case studies addressing real life
scenarios relevant to the day-to-day responsibilities of the respective
employees are generally more helpful than abstract trainings or
adopting a ‘one size fits all’ mentality towards compliance training.
To the extent possible, in-person trainings that provide ample
opportunities throughout the training for Q&A are often more
effective than online trainings. That being said, online compliance
trainings can also be customized for active engagement with
employees (e.g. through the use of ‘break-out rooms’ for discussions
on video conferencing software, polling on hypotheticals presented,
etc.). The more effort that is placed on conducting trainings (even in
a ‘virtual’ climate because of the challenges presented by the
pandemic), the more the company is put into a ‘compliance healthy’
mode and will be able to demonstrate to regulators that the company
has gone beyond what is expected to ensure that the company’s
employees are embodying a strong culture of compliance.

Formal compliance training is not the only avenue for employees to
understand a company’s compliance framework. Formal trainings
can be complemented by ‘softer’ compliance messaging such as
communications from senior or middle management (e.g. email
blasts during specific periods such as cultural festivals where risks of
inappropriate transfers of value may take place), or having a
‘Compliance Week’, where the company’s compliance team can
engage employees on the importance of compliance using creative
tools and activities (e.g. quizzes with prizes, etc.). However, this
‘softer’ compliance messaging should not be rolled out in a
piecemeal fashion, but rather a company should develop and update
an annual strategic plan on how this informal and formal compliance
messaging and training may be executed.
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Perspectives
Compliance monitoring is a critical tool
In addition to establishing a culture of compliance and conducting
periodic risk-based compliance trainings, Healthcare Companies
should conduct ongoing compliance monitoring. Compliance
monitoring requires both a monitoring process and a monitoring
mechanism, for which clear guidelines and criteria should be
established that define relevant targets and expectations.
The monitoring mechanism should include a layered review approach
as follows:
1. Review transactional expenses at the pre-approval stage prior to
making payment
2. Review and validate process adherence after the payment
3. Ongoing compliance monitoring (e.g. spot-checks during an event
or project execution) to identify deviations that require action.
Stage (1) is primarily driven by business and finance stakeholders
with oversight from compliance, while stages (2) and (3) are driven
by compliance stakeholders. Also, stages (1) and (2) are focused on
transactional review to validate compliance with the relevant
process/procedures, while stage (3) is focused on trends and
patterns associated with it.
Key areas for transactional review include employee expense claims,
distributor incentives, or event participants’ listings. Analytics may
identify inconsistencies within each such category, or with respect to
the general trend.

Analytics also provides insights into business practices and
behaviors adopted by front line executives or business partners,
thereby enabling a holistic approach of enhancing healthcare
compliance. Furthermore, using modulating thresholds for different
products and regions over a longer period helps compliance officers
see a normalized view of the trends, as opposed to a ‘one size fits all’
model. Visualization of analytics is helpful in understanding how the
samples analyzed relate to the overall volume of sales in the
respective region.
A trends and patterns analysis can identify inconsistencies in the
frequency or the nature of spend compared to the general trend. It
can also uncover whether exceptional approvals are granted on a
regular basis, rather than as a one-off, thereby undermining the
control function of the approval process. Metrics and measures
become critical in identifying inconsistencies systemically and
addressing them based on merits.
Understanding and constantly mapping the inter-relationships
between HCPs, companies, and third parties would provide an
exhaustive visual network of connections. These help in
understanding the bird’s eye view and the impact associable to
compliance failures caused by such underlying connections.
A typical example would be spouses working with an organization,
with one serving on the advisory board and another being a
frequently invited speaker for events. Understanding the network of
connections enables compliance officers to reflect on the
circumstance and take informed decisions on healthcare spends.

In addition, it is pertinent to mention that an effort towards
monitoring aligns priorities for the stakeholders and helps in
enhancing the maturity of the monitoring process over a period of
time. Compliance monitoring not only focuses on policy deviations,
but it also helps in understanding root causes that contribute to
enhancing the Compliance Policy or the Compliance FAQs.
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